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INTRODUCTION

According to a 2023 European Union Aviation Safety Agency (EASA) report, attacks on
satellites that provide positioning, navigation, and timing services (also known as Global
Navigation Satellite Systems, GNSS) have been rising sharply in intensity and
sophistication, especially in and above the Black Sea, Middle East, Baltic Sea and the
Arctic.’ Several of these incidents represent attacks designed to disable GNSS usage in
specific geographic areas rather than unintentional disruptions caused by internal technical
issues. For example, Finnair had to cancel all flights to Tartu, Estonia, for a month due to
threats to their navigational systems in April 2024, which is believed to have been caused
by Russia.? Similarly, a plane carrying European Commissioner, Ursula Von der Leyen
experienced GNSS jamming of their navigation system in the summer of 2025, an incident
also suspected to be linked to Russia.?

This surge in GNSS disruptions is alarming. Attacks on GNSS can have enormous
economic, security and environmental consequences,* not just for navigation but also for
power grids, data centers, communication networks, as well as train and financial systems
which all use GNSS for timing and synchronization.®> Monetarily, this impact is measurable:
an outage of the GNSS in the UK during seven days would cost around £7 664M and the
outage of the GPS system would cause an economic loss of $1B per day to the US.®

Recent developments have made addressing this issue even more urgent. First, the rise of
geopolitical tensions, particularly Russia’s 2022 aggression on Ukraine, coincided with a
stark increase in attacks on GNSS. Second, several of the GNSS architectures are up for
renewal. The well-known US GPS is undergoing updates and additions with the launch of
the GPS Block 3F, and advanced system upgrades are scheduled for the Chinese GNSS,
BeiDou. These tensions and upcoming changes question which cyber resilience measures
should be put in place to anticipate and counter emerging threats on GNSS.”

The implications of attacks on GNSS are far-reaching. They are the symptoms of a wider
trend: the evolution of the Earth’s orbit as a geostrategic and increasingly militarized space.
These developments challenge the ambition of the prohibition of the militarization of space
and its peaceful use, as outlined in the 1966 Outer Space Treaty article IV (although the
latter focuses on nuclear weapons and weapons of mass destruction).8 Emerging threats to
GNSS are contesting the foundational dispositions of this treaty and prompting a
reconsideration of the international legal framework governing spatial activities.

The intensification of these new threats on systems that are critical to the world's economy
has become a strategic topic for both historic institutions, such as the UN Committee on the
Peaceful Uses of Outer Space (COPUOQOS), the International Telecommunication Union
(ITU), and the International Civil Aviation Organization (ICAQO), and recently created space
governance stakeholders, like the US Space Force or the African Space Agency.
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This policy brief brings an overview of the GNSS threat landscape and explores how rising
geopolitical tensions are shaping and intensifying these risks. In doing so, it seeks to answer
a central question: What is the Future of GNSS in light of the growing number of
geopolitical tensions and cyber threats?

This policy brief pays special attention to the diversity of stakeholders, including national
governments, institutions, space agencies, civil aviation authorities, but also non-State
actors, such as private technology and satellite firms, and operators of critical
infrastructures.

SECTION 1 - BACKGROUND: WHAT ARE GNSS AND WHY ARE
THEY IMPORTANT?

a. GNSS: Infrastructures from Earth to Orbit

GNSS, as per the definition of the European Space Agency (ESA), is “any satellite
constellation that provides positioning, navigation, and timing services”.® GNSS consists of
constellations of satellites orbiting Earth at a precise altitude. The satellites transmit radio
signals to users on the ground. Ground receivers measure the time delay of these signals
to calculate their distance from one satellite. By comparing their distances to multiple
satellites (at least 3 different satellites are needed for exact positioning), ground users can
determine their precise location. Beyond positioning, the receiver can also calculate the
current local time with a very high precision, as GNSS satellites are equipped with an atomic
clock. The time information is embedded in the signals broadcasted by the satellite. The
usage of GNSS is often referred to as Positioning, Navigation and Timing (PNT).°

From an infrastructure standpoint, GNSS requires the existence of a constellation of
satellites, called the “space segment”, but also transnational networks of ground base
stations, often referred to as the “control segment”, that can track the transmission, maintain
and position the satellites, but also send commands to reposition the constellation when
needed.' GNSS performance criteria include accuracy (how close the measured position
is to the true value), integrity (ability of the system to warn users that it is unreliable, due to
disruptions), continuity (capacity of the system to operate with no interruption) and
availabilities (the time a signal upholds the accuracy, integrity and continuity criteria).'?

b. Four main Global Navigation Satellite Systems

The abbreviation GPS is commonly used instead of GNSS, but it only denotes one of the
several existing global GNSS systems. Indeed, there are four main GNSS: the Global
Positioning System (GPS), GLONASS, Galileo, and BeiDou."3
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GPS was designed by the United States for military purposes, and it was established in
1973. Following the crash of a Korean aircraft shot down after accidentally entering Soviet
airspace, the Reagan Administration made GPS’s Positioning, Navigation and Timing (PNT)
freely available for civil and commercial use in 1983.'* Before too long, other countries
followed suit. The USSR launched GLONASS in 1982, which became fully operational in
1995. However, GLONASS has experienced several challenges over the years, including a
lack of funding, technical limitations (e.g., lower-performing on-board atomic clocks), a
smaller number of satellites in orbit compared to other GNSS constellations, and ground
monitoring mostly limited to the Russian territory. China launched BeiDou’s first satellite in
2000, reaching its first full global coverage in 2020. BeiDou is today the world's largest
GNSS constellation with 45 satellites and is one of the most accessible and accurate
systems. It has dual usage functions for civilian and military purposes, including two-way
messaging, that can be used both to receive and send messages.' Lastly came Galileo,
launched by the EU, whose initial satellites were first installed in 2011. As of the time of
writing, it includes 27 operational satellites. Galileo has a strong civilian and commercial
backbone with civilian signal authentication.®

GNSS Group GPS GLONASS Beidou Galileo
Country us Russia China Europe
Launch date 1978 1982 1994 2011
# of satellites 31 24 45 27

Figure 1: Comparative Table of Global Navigation Satellite Systems (GNSS). The number of satellites
displayed in the table is the number of usable, operational satellites for each constellation. This number can
vary over time, depending on commissioning and decommissioning. The table therefore includes current
operational satellites at the time of writing."”

c. Ubiquitous civilian and military applications

Most GNSS were originally developed to serve military use cases: they power navigation for
troops and equipment (including drones), remote targeting and communications. Today, the
military still relies on GNSS as critical infrastructures, which makes GNSS vital strategic
assets, but also prime targets for disruptions in conflict scenarios.'®

However, the essential nature of GNSS expands to civilian activities as well. GNSS underpin
navigation from personal mobility to aviation (air traffic control systems), which relies heavily
on precise positioning data. Additional civilian applications include, among others:
agriculture (precision farming),’® power grids (which rely on timing data provided by
GNSS),2% autonomous devices (such as drones and autonomous vehicles), and loT
(Internet of Things) devices to deliver services.?! As such, a significant portion of the
economy depends on GNSS: in the case of the UK, it was estimated that it supports £320B
of GDP (15.3%),%? and in the case of the US, experts from the US National Institute and
Technology estimated that “GPS has generated roughly $1.4 trillion in economic benefits
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(2017) since it was made available for civilian and commercial use in the 1980s”, highlighting
that “the loss of GPS service would average a $1 billion per-day impact to the nation.”®

SECTION 2 - WHY ARE GNSS AT RISK?

There are three main factors heightening the risks for GNSS:

1. The intensification of threats such as spoofing, jamming and anti-satellite weapons
(ASAT), which can easily disrupt or manipulate satellites or their signals;

2. The limited integration of anti-interference capabilities into the resilience measures,
leaving systems exposed to these threats;

3. Increased geopolitical tensions (such as the Russia-Ukraine war), leading to more
cyber radio frequency and physical attacks targeting GNSS.

a. Three Types of Cybersecurity Threats to GNSS Space-Based Systems

Three common threats—jamming, spoofing and anti-satellite weapons—make up a large
amount of the cyber attacks today (jamming and spoofing) and future risks (anti-satellite
weapons) to GNSS. The first two constitute cyber-related attacks targeting the signal, while
the latter is a physical attack directly targeting the satellite.

One of the most common and challenging cyber threats to GNSS is jamming. GNSS
jammers use the same frequency (or very close frequencies) as GNSS devices to annihilate
the signal sent by the GNSS to the receiver.?* Criminals typically use jamming to prevent
electronic surveillance and conceal drug trafficking activities,?® cargo thefts (to block the
tracking signals),?® and airplane interference.?’ In the context of warfare, jamming is meant
to disrupt airforces, drones, and guided weapons used by belligerents.?® In March 2024,
Russia was suspected of a 63-hour-long jamming attack that affected 1600 aircrafts in
Europe.?® The reported geographic scope of this disruption was significant: it impacted
airplanes navigating in the Polish airspace but also over Germany, Denmark, Sweden,
Latvia and Lithuania. This interference likely confused pilots about their actual geographical
location. However, no severe damage was reported in relation to the incidents.3°

Another common risk is spoofing, a practice where a malicious actor transmits a seemingly
legitimate signal to a receiver antenna, while, in reality, the data is intentionally incorrect.3!
In the absence of robust cybersecurity measures, users are particularly vulnerable to being
misled about their position, velocity, or time. This can result in serious consequences:
aircrafts or ships may deviate from safe routes, autonomous vehicles could veer off course,
and financial systems relying on precise timing could experience synchronization errors.
Spoofing has increased, particularly, as the cost of those attacks has fallen - devices costing
as low as 300 US dollars - and this technology is now used by both state and non-state
actors.32 One example of spoofing occurred in the Middle East, where Israel used spoofing
to mislead satellites about its citizens' location. According to Israel, this measure was
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intended to disrupt drone and missile attacks. However, the spoofing attacks have also had
civilian consequences such as food orders arriving at inaccurate locations, Uber drivers
making mistakes about clients’ actual location, and dating apps showing users in
neighbouring countries instead of Israeli user profiles.3® That said, spoofing comes with
limitations: to be efficient, spoofers must overcome authentication barriers and tamper
cryptographic mechanisms.3*

Additionally, Anti-Satellite weapons (ASAT) pose a physical threat to satellites in outer
space, for instance by using missiles to collide with the targeted satellites, referred to as
kinetic energy ASAT or KE-ASATSs. As of 2025, there has been no clear case of offensive
ASAT usage yet, but several testing facilities make it a clear possibility.3® In January 2007,
China successfully tested its ASAT capability, destroying one of its own satellites, with a
ballistic missile at an altitude of more than 530 miles (800 kilometers).3¢ In March 2019, India
followed suit with an operation code named Mission Shakti, that destroyed one of its own
low-orbit satellites, located 300 kilometers above the surface of the Earth.3” More recently,
in February 2024, the White House confirmed it had intelligence indicating Russia was
working on ASAT weapons, including nuclear ASAT weapons.®® While the two
aforementioned attacks-jamming and spoofing are becoming increasingly accessible to non-
State actors, ASAT remains a high-cost technology limited mainly to State actors.

b. Geopolitical tensions heighten threat levels

Risks of attacks on GNSS increase with geopolitical tensions. In the case of the Russian-
Ukrainian war, there have been several examples of interference.® Notably, jamming
incidents have multiplied in the Baltic region, as highlighted by the Estonian Foreign Affairs
Minister’s declaration in the spring of 2024, after a number of attacks affecting Estonia: "We
know that Russia has been jamming GPS signals since they started their aggression in
Ukraine. Over the last year and a half, this issue has become very serious in our region. It
is not only an Estonian issue, but also a Latvian, Lithuanian, Finnish, Norwegian, as well as
southern Swedish and Polish issue.™° This prompted an intense dialogue between affected
countries, and most recently 13 European transport ministers signed a joint letter to the EU
urging further action to respond.*' This surge in jamming coincides with the use of drones
and guided weapons by belligerents, which rely on GNSS. In Satellites in the Russia-Ukraine
War, author Ron Gurantz mentions that “In the first two months of 2024, the European air
traffic control organization Eurocontrol received almost 1,000 reports of GPS jamming or
spoofing from pilots. Some incidents have resulted in flights being diverted or receiving
inaccurate warnings about dangerous terrain. Russia probably targeted some of the
Jamming intentionally at Ukrainian drones flying over the Black Sea, but Russia also has a
history of incidental GPS jamming just over its borders during military exercises.”#?

There have also been growing concerns about China’s BeiDou system, most notably on
BeiDou's unique capacity to both send and receive messages, allowing system operators to

potentially determine the location of users, raising privacy and surveillance concerns. In the
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fishing industry more than 50.000 Chinese fishing boats use two-way messaging to send
emergency signals, but with the catch that it can be used to monitor the location of users
without their consent. More so, in theory, it could enable the transmission of malware onto
a device. However, for now, the messages can only carry small amounts of data, thus
limiting the hacking or spying capacity of the system.*3

As a response to rising tensions, strategic collaborations between GNSS powers emerge to
strengthen systems. Russia and China have collaborated on several occasions to improve
the interoperability of their systems, including shared GNSS chips and satellite monitoring.**
In the case of transatlantic collaborations, the US was initially skeptical towards the rise of
Europe as another GNSS provider, but this stance later changed, prompting more
collaboration between the two systems.*® This includes compatibility from radio frequency,
noninterference and national security perspectives.*® These growing collaborations enable
countries to strengthen systems by learning and leveraging other countries’ capabilities.

However, fragmentation persists, which impacts developing countries' access to GNSS. For
a long time, the GPS was the dominant system in the Global South - being the first global
GNSS available for public use. However, that is no longer the case, with BeiDou challenging
the US dominance.*” In the case of Africa, China has sought to expand its influence, most
notably through the Belt and Road Initiative (BRI). This massive Chinese-led investment and
development programme involving around 150 countries across Asia, Europe, Oceania,
South America, and Africa, has led to many strategic partnerships and increased the number
of infrastructures funded, designed, built, and/or operated by China.*® More specifically to
spatial activities, China has announced several cooperation initiatives with African partners,
such as the China-Africa BeiDou System Cooperation Forum,*® funded satellites projects
and ground infrastructures with several partners.®® and accelerated professional exchanges
and training between Chinese and African experts. The usage of BeiDou has provided
opportunities to improve land mapping, urban construction or railway management.5' This
contrasts with the declining US GNSS and space engagements in the region, further
criticized for the lack of a clear roadmap to coordinate cooperation between national
agencies.>?

SECTION 3 - GLOBAL EFFORTS TO PROTECT GNSS

a. Limited Anti-Interference capabilities available make GNSS vulnerable

Despite the growing awareness of the GNSS vulnerabilities highlighted above, current
systems still face significant challenges in countering ongoing threats. Mitigation efforts have
been initiated; however the effectiveness of these measures varies, and comprehensive
resilience is therefore needed. Currently explored solutions include, but are not limited to:

e Controlled reception pattern antennas (CRPA): These antennas can detect and
neutralize interferences, adapting against suspicious or unauthorized sources.
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Designs of CRPA vary, typically employing multiple antennas, whose reception
pattern can be adjusted by their receiver, and signal processing algorithms that can
detect interferences.>® CRPA are highly useful for military and defense applications,
so that critical functions remain resilient during high-stake operations (for example
military missions). However, CRPA are increasingly used in civilian domains,
including aviation, maritime navigation and autonomous systems. For example, the
US has broadened access to CRPA, since their removal from the International Traffic
in Arms Regulation list in September 2025, enabling the sale of CRPA outside the
US as dual-use commercial items.%*,% Nonetheless, CRPA remain energy-
consuming, can be expensive, and relatively big, which can be an obstacle for weight-
constrained or volume-constrained devices.%®

e Embedded GNSS Inertial (EGI) Navigators: by coupling GNSS receivers with
traditional inertial measurement units (such as gyroscopes and accelerometers),
EGls can provide continuous position, velocity, and timing capabilities during a period
of time even when GNSS signals are unavailable e.g. due to jamming attacks®’.
However, EGI development is complex and involves extensive testing.%®

e Cryptography: cryptographic algorithms may also be used to authenticate the signal.
The navigation signal is encoded with an unforgeable signature or watermark and
later verified to ensure that it genuinely comes from a trusted satellite.>® Using such
cryptographic techniques can require updates to GNSS, like with the recent data
authentication function for the Galileo Open Service.?° These techniques often fall
into two categories: Navigation Message Authentication (NMA), and Spreading Code
Authentication (SCA). In the case of NMA (which is implemented in the updated
Galileo system), the receiver authenticates signals using digital signatures. While
with SCA, watermarks are applied, and later verified by the receiver. SCA is usually
reserved for critical use cases, justifying its higher cost.®' Even though cryptography
is a very useful method, research has shown that under certain conditions,
particularly involving synchronized transmission/reception timing, an attacker may
still be able to bypass cryptographic measures and disrupt GNSS signals.®?

b. Quantum Navigation as a technological alternative to GNSS

Beyond the anti-jamming and spoofing technologies previously mentioned, the international
community is exploring technological innovations to mitigate risks and safeguard its GNSS.

The maijor alternative currently explored is Quantum Navigation, which relies on the laws
of quantum physics. Quantum navigation uses sensors that are able to detect the movement
of a single atom in cryogenic conditions and can thus provide very accurate readings of
speed and direction instead of relying on signals from satellites in space. This takes place
inside the “point of use” (the aircraft, submarine, underground metro or wherever it is used),
with no incoming signal for an attacker to intercept, jam or spoof.53
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Private actors are spearheading current progress in quantum navigation with support from
governments. In the US, Boeing successfully completed a four-hour flight test guided by
quantum navigation technology.®* Together with American quantum sensor specialist
AOSense (funded by DARPA), Boeing used a quantum inertial measurement unit,
showcasing the potential of quantum sensors enablement of providing navigation without
GPS capabilities. In the UK, a consortium featuring private actors backed by government
actors (UKRI, the national funding agency for science and research in the UK) also made
headway towards quantum navigation tools that cannot be spoofed or jammed.®°

However, Quantum Navigation is more expensive to deploy and not fully mature yet.
Mainstream adoption is still years in the future, and Quantum Navigation will likely be used
as a backup for GNSS for sensitive operations, or to support navigation where GNSS is not
available, such as underwater.

c. Public and private efforts to achieve resilience

While national security strategies increasingly recognize the importance of space activities,
there is simultaneously an uptake in private sector engagements in the field. Between 2015
and 2020, €23B were invested worldwide in space startups, and €9,1B in 2021 alone. This
amount is unequally distributed, with US-based companies capturing 67% of those
investments in 2020.56 Examples of funding supporting GNSS and space include:

e The EU and its Agency for the Space Program signed a Memorandum of
Understanding to promote R&D, alongside mobilizing funds such as CASSINI, a
European initiative to support entrepreneurs, start-ups, and SMEs in the European
Space sector.%” Limited funding has been geared directly toward GNSS-relevant
solutions, through dedicated “challenge calls” benefiting projects such as Germany-
based Armadello, a navigation control system using Galileo Open Service Navigation
Message Authentication (OSNMA) to protect rockets from GNSS spoofing.68

e The Defence Innovation Accelerator for the North Atlantic (DIANA) program was
launched by the North Atlantic Treaty Organization (NATO) to enhance support to
technologies mitigating security and defense challenges.®® Last year's DIANA
challenge call specifically highlighted GNSS in relation to data, security and quantum
usage.’® The US-based company SandboxAQ, was selected among the 2025 cohort
to develop AQNav, a navigation system using quantum sensors and relying on the
earth’s magnetic field as a GNSS alternative resilient to jamming and spoofing.”"

e The private sector provides solutions enhancing current GNSS capabilities to protect
against interference. Many companies offer anti-GNSS spamming or spoofing
antennas, or even combine GNSS with their own proprietary constellations of
satellites, such as American company Spire which signed a government contract with
Canada for CAD1,41M (roughly €1M) for real-time ship tracking data.”?
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e In the EU, the Commission attributed roughly €44M to a consortium of 18 companies
from France, Germany, Italy, Belgium, and Spain to work on the Galileo EU Defence
(GEODE) program. They are tasked to prototype and test several solutions
enhancing the use of Galileo in military applications, including encryption
technologies and anti-jamming antennas.”

d. Leveraging legal and regulatory avenues

Beyond technological breakthroughs and public-private initiatives, regulatory measures
have also been adopted to combat GNSS attacks. Yet, limited progress has been made for
two reasons.

The ambiguity of space law, and the difficulty of establishing jurisdiction and liability
(politically, judicially, and financially) in the case of jamming or spoofing attacks
make enforcement of national and international norms arduous: General principles
referenced in the Outer Space Treaty from United Nations Office for Outer Space Affairs
outlines the criticality of co-operation and mutual assistance “with due regard to the
corresponding interests of all other States Parties to the Treaty”* but they are intrinsically
difficult to enforce. However, ITU’s Radicommunication Bureau counts amongst its missions
to assist in resolving causes of harmful inferences, including for space activities (Radio
Regulations, 13.2)"> and thus has some degree of power to support a safer GNSS cyber
space.”® Specifically, ITU's RR No.15.28 is a good example that emphasizes the “absolute
international protection” and the imperative responsibility of Member-States in the
“elimination of harmful interference” to distress and safety flight frequencies.””

The multiplicity of actors and committees involved in the discussions: For historical
reasons, the US has been setting most of the international norms for GNSS.”® Yet, due to
today’s diversification of GNSS solutions, the broader international community has to find
common solutions to the evolving threat landscape. However, there are multilateral
organisations involved in the process and include but are not limited to: the United Nations
Office for Outer Space Affairs (UNOOSA), the International Committee on Global Navigation
systems (ICG)—-a key forum for exchanges and setting best practices between different
GNSS providers,’® the Committee on the Peaceful Uses of Outer Space (COPUOS),8% which
are both hosted by UNOOSA, the International Civil Aviation Organization (ICAO) which
works with member states to align standards within GNSS in relation to aviation.?" The vast
amount of forums and stakeholders creates fragmentation that, coupled with geopolitical
tensions, hinders consensus on common solutions to the GNSS cybersecurity threats.8?
However, organizations still achieve progress, such as the ITU resolution 676 adopted in
2023 that supports the prevention and mitigation of harmful interference to the
radionavigation satellite service.83
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POLICY RECOMMENDATIONS

1. Expand collaborative testing and simulation to continuously
uncover GNSS vulnerabilities.
Proactive testing is essential to identify GNSS vulnerabilities and solutions to enhance
resilience. Testing is already occurring in particular at the national level.®¢ However,
international organizations can to a larger extend bring together public and private
stakeholders to pool resources and expand efforts including more simulations of
cyberattacks, field tests verification and annual cyber drills.

2. Increase funding to support GNSS resilience.

Greater investment in innovative GNSS cyber resilience solutions is critical. Additional and
more targeted funding from both public and private sources, including public-private
partnerships, is required to support the development of innovative cyber resilience solutions,
such as quantum navigation, that represents a paradigm shift in the sector.

3. Re-focus and re-target existing space initiatives.

Innovation grants need to be expanded to include dedicated GNSS-focused funding tracks
and government operators should also establish multi-year procurement commitments for
GNSS security. Part of the €800B Rearm Europe plan could be dedicated to GNSS safety
and resilience, and a dedicated co-investment vehicle could be created.

4. Encourage cross-pollination between different GNSS systems to
foster security.
Identify two or three new high-impact interoperability pilots use cases to build the
foundations for shared resilience strategies. Hold more annual workshops within
international organizations to be better equipped to tackle cyber risks.8® These efforts must
prioritize mutual benefits, while safeguarding countries' technological sovereignty in GNSS.

5. Harmonize regulation and technical standards internationally.

As spoofing and jamming are not bound by borders, they are intrinsically international
issues. Enhancing resilience and fostering cross-pollination (see above) thus requires better
enforcement of current regulations and harmonization of standards for GNSS security
across national borders, including centralising power to fewer international organisations
such as the ICAQO.

6. Stronger usage of international control.

A final suggestion is to improve control of spoofing and jamming devices to limit the
accessibility of misuse. This could be combined with a moratorium on ASAT weapons by all
UN member states, which would minimize the risk of the usage of destructive ASAT.
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